wawa Dialog
&4)s |nsight

Smart Marketing Catalyst

g

Journey Module

How to Identify the User and Improve Client Experience
5/31/2016

Canada France Russia

dialoginsight.com



Journey Module
How to Identify the User and Improve Client Experience
Table of Contents

INErOAUCHION. ..cceee e
USING WED STOrage .....cveiiiiii ittt rr e s e e e s a e e e e e e e an s
The $essionStorage ODJECE .....c.u. e e
The /10CalStorage ODJECE ......cvvvi i s
SPECIfICALIONS vvnieiriie it
EXPIFAION et e
ACiON ParameEtersS .......viiiviiiiiiiiiin i
NS00 1= 0 LY 7
Disable/Clear STOrage ........ooiviieriiiiiiii e s
Keys Used by Dialog INSIGht ......cceuiiiiiiiiiiiiiii e s
USING COOKIES vvuuiierrusierssnisesnssssnsssrsasssrsssssssssssrssssersnssssssssssrssssersnsssrnssssennsssersnsssnnnns
ViSIEOE COOKIE ... iiierriiiieierie s eecir s s e e s e e e s e e s s s e era s s e s e nnn s e s e ennnns
RS Lo Yo 1= P
Enable/Disable Web Storage........coiivvriiiiiriniiirin i rr s rn s e s en e e
T 5 3 T
T = 0GP

IN INterN@t EXPIOFEr .. ccve i e s e e e e aa e e nn e ee

© 2016 — DIALOG INSIGHT"P — ALL RIGHTS RESERVED
www.dialoginsight.com



Journey Module
How to Identify the User and Improve Client Experience

Introduction

We use different methods to track the journey of people who visit a client’s
website but privilege the method available with HTMLS5, that is the browser’s local
storage. In the event HTMLS5 is not possible, we use a method based on cookies.

Using Web Storage

Web storage is a method for storing data in a web browser. Web storage
supports persistent data storage, similar to cookies but with a greatly enhanced
capacity (at least 5MB) and no information stored in the HTTP request header. There
are two main web storage types: local storage and session storage, behaving similarly
to persistent cookies and session cookies respectively. Their only difference relates to
data persistency.

The sessionStorage Object

The sessionStorage interface memorizes data for the duration of one browsing
session, and is limited to the active window or tab. When the browser tab is closed,
data is deleted. Each session storage is limited to one a domain.

The /ocalStorage Object

The /ocalStorage interface stores data with no expiration date. Unlike
sessionStorage, data will not be deleted when the browser or tab is closed. The extend
of /ocalStorage is therefore wider: it is possible to open multiple tabs for the same
domain or multiple windows, as long as it is in the same browser.
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Specifications
Expiration

e sessionStorage : cleaned at the end of each browser session
e l|ocalStorage : never expires

Note: When using a browser in private mode, all data is deleted at the end of the
session.

Action Parameters

e All keys from key/value pairs are unique by origin of the visited page (same
protocol, domain and port).

o Data stored in sessionStorage for a given origin can only be accessed from the
tab where data was stored and only for those pages that share the same origin.

e Stored data in /ocalStorage for a given origin are accessible in all tabs of pages
that share the same origin.

e Data is public, so all scripts from different origins have access to web storage.

e If you wish to hide information, choosing a complicated storage key is of no use
as it is possible to identify keys.

Storage Size

From 5 to 10 MB per object (depending on the browser) per script origin that
updates values. So, a malicious script cannot use the entire storage space to block
other scripts from web storage.

Disable/Clear Storage

As for cookies, all browsers offer ways to disable and clear data from the web
storage. See the following table or this page (https://webdevwonders.com/clear-dom-

storage/).
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Keys Used by Dialog Insight

Key
OFSYS_Interception_{clientcode}

Description
Values used to
evaluate whether
interception is
possible or not.

Type: localStorage

OFSYS_Extra_{clientcode} Additional values
that can be stored
after a special event
has been configured

by the client.

Type: localStorage

OFSYS_Visit_{clientcode} Values reserved to a
visit.
Type: sessionStorage

OFSYS_ Visitor_{clientcode} Describes the
visitor. Identifies the
visitor and if
interception is

possible.

Type: localStorage
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Value
DisplayInterceptorTotalCount

DisplayByVisitCount
dtDisplay

dtFirstHit

dtLastHit

vkeyVisitor

totalHit
{personalized value}
vkey

oft_campaign

["Oft_id", lloft_k", IIOft_Ik", "Oft_d"I
lloft_cll’ Iloft_ckll]

vKey
OFSYSEVENT_dtLastHit_{eventname}
OFSYSEVENT_countHit_{eventname}
OFSYSEVENT_dtFirstHit_{eventname}

VisitCount

Description of Value

Total number of times the interceptor
was displayed.

Number of times the interceptor was
displayed during the current visit.

List of all the dates when the interceptor
was displayed.

Date of the first time the event
occurred.

Date of the last time the event occurred.
Key of visitor.

Number of times the event was
triggered.

A personalized value.

Key of visit.

The campaign, if any.

If any, a value to identify the contact in
the client’s project. In order: idSendlog,
sendlog key, link key, dtClick, idContact,
contact key.

Key of visitor

Date of the last time the event
"eventname" occurred.

Number of times the event "eventname"
occurred.

Date of the first time the event
"eventname" occurred.

Number of visits.
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dtFirstVisit Date of the first visit.

dtLastVisit Date of the last visit.

dtPreviousVisit Date of the previous visit.

openedPageCount Number of opened pages during the
current visit.

lastOpenedPage Last page opened.

HitCount Total number of hits.

HitCurrentVisit Number of hits during the current visit.

TotalVisitSecond Total number of seconds spent on the
site (all visits), calculated on each hit.

TotalSecondOpen Total number of seconds spent on the
site (all visits), calculated real-time.

CurrentVisitSecond Number of seconds spent on the site
during the current visit, calculated on
each hit.

IsIdentified Flag that indicates if the visitor was
identified.

TotalSecondOpenVisit Number of seconds spent on the site

during the current visit, calculated real-
time.
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Using Cookies

When these methods cannot be applied, for instance when using older browsers,

we use different cookies, as follows:

Visitor Cookie

e Name: OFSYS_VisitorID_{idSite}

e Content: vkey: a unique code with 6 alphanumeric characters
e Usage: Identifies the visitor. This value will eventually let you recognize the visitor
and present him/her with the most adapted content and offer even better content

on next visits.

e Expiration: 2 years

Visit Cookie

e Name: OFSYS_VisitID_{idSite}
e Content: vkey: a unique code with 6 alphanumeric characters
If any, one or more of the following identifiers:

oft_id
oft_k
oft_lk

oft_d

oft_c
oft_ck

oft_campaign

idSendlog
sendlog key
link key

dtClick
idContact
contact key

a campaign tag

© 2016 — DIALOG INSIGHT™ — ALL RIGHTS RESERVED
www.dialoginsight.com

Measures the impact of source
communications that initiated the visit.
Measures the impact of click actions on
URL links that initiated the visit.

Indicates the date of the click.

Associates the actions performed on a visit
to a contact, in order to measure interest
and offer better communications in the
future.

Identifies the campaign at the source or
associated with the visit and measures its
impact.
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e Usage:
o Identifies a contact’s actions based on the interest shown on visited pages
(both visit and visitor cookies let you associate data to contacts,
depending on the situation).
o Splits a contact’s actions per visit; visits are collected to measure the
impact of communications in order to make them more pertinent.

e Expiration: at the end of session
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Enable/Disable Web Storage

In Chrome

€& - C [} chrome:y/settings

Chrome Settings Search settings
History Privacy
Fetensions | Content settings... | | Clear browsing data..
Settings
I ¢ Google Chrome use web services to improve your browsing experience. You may optionally disable these
services, Learn more
About

[ Use a web service to help

& Use a prediction service to hej Content settings

search box
[ Use a prediction service to lo: Cookies
[ Automatically report details o, (@ Allow local data to be set [recommended)
¥ Protect you and your device f () Keep local data only until you quit your browser

—

[[] Use a web service to help resc I () Block sites from setting any data I

[] Automatically send usage sta [] Block third-party cookies and site data

[ Send 2 "Do Not Track” reques | Manage exceptions.. || All cockies and site data...

In Firefox

Eichier EdTﬁog Affichage Historique Marque-pages Outils

| €& {)Firefo:l about:config |

about:config X

& || Q. Rechercher

Rechercher:

Nom de |'option - Statut Type Valeur
dom.sms.enabled par défaut booléen false
dom.sms.maxReadAheadEntries par défaut nombre entier 0
dom.sms.requestStatusReport par défaut booléen true
dam.sms.strict7BitEncoding par défaut booléen false

dom.storage.default_quota par défaut nombre entier 5120

dom.storage.enabled par défaut booléen true

dom.sysmsg.enabled par défaut booléen false

dom.system_update.debug Sopisy par défaut booléen false

dom.system_update.enabled Copier lenom par défaut booléen false

. Copier la valeur i .

dom.telephony.defaultServiceld par défaut nombre entier 0
MNouvelle 3

dom.telephony.enabled o par défaut booléen false
Eéinitialiser

dom.udpsocket.enabled par défaut booléen false

dom.undo_manager.enabled par défaut booléen false

© 2016 — DIALOG INSIGHT™ — ALL RIGHTS RESERVED
www.dialoginsight.com



Journey Module

In Internet Explorer

G https://www.googleca/lgws_rd: O ~ @ € || G Google
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| General I Security I Privacy I Content I Connections | Programs | Advanced

Settings

[] Do not save encrypted pages to disk A
] Empty Temporary Internet Files folder when browser is de

|| Enable §4-bit processes for Enhanced Protected Mode™
Enable DOM Storage
|| Enable anced Protected Mode™

Enable Integrated Windows Authentication™
Enable native XMLHTTP support
Enable SmartScreen Filter
[] Enable Strict P3P Validation®
[] send Do Mot Track requests to sites you visit in Internet E
[ usessL 20
[ usessL 3.0
Use TLS 1.0
[#] Use TS 1.1
<

*Takes effect after you restart your computer

Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Resst. ..
condition,

Y¥ou should only use this if your browser is in an unusable state,

ok || cancel

Print

File

Zoom (100%)
Safety

Add site to Apps

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Ge to pinned sites

Compatibility View settings

Report website problems

\

Internet options

About Internet Explorer

Contact Email: info@dialoginsight.com ’ @Dialoglnsight
Canada: 1 866 529-6214 Website: www.dialoginsight.com f Dialog|Insight
France: 01 84 88 40 66 Blog: www.dialoginsight.com/en/resources/academy

Russia: +7 (495) 226-04-11
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